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Overview

Agenda 
• Introduction 
‣ EAB  
‣ fields of initiatives 

• Presentation attack detection 
• Face sample quality 
• Relevant standards 
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Introduction

European Association for Biometrics (EAB) 
• The EAB is a non-profit,  

nonpartisan association 
https://eab.org/ 

• EAB supports all sections of the  
ID community across Europe,  
including governments,  
NGO’s, industry, associations  
and special interest groups  
and academia.  

• Our role is to promote the responsible use and  
adoption of modern digital identity systems  
that enhance people’s lives and drive economic growth. 
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Introduction

European Association for Biometrics (EAB) 
• Our initiatives are designed to foster networking 
‣ Annual conference: EAB-RPC   

https://eab.org/events/program/195 
‣ Biometric Training Event   

https://eab.org/events/program/208 
‣ Workshops on relevant topics (e.g. Presentation Attack Detection, Morphing 

Attack Detection, Sample Quality, Bias in Biometric Systems) 
https://eab.org/events/ 

‣ Online Seminar every second week   
https://eab.org/events/program/227 

‣ Recorded keynote talks   
https://eab.org/events/lectures.html 

‣ Monthly newsletter   
https://eab.org/news/newsletter.html 

‣ Annual academic graduation report   
https://eab.org/upload/documents/1799/EAB-research-report-2019.pdf 

‣ Open source repository   
https://eab.org/information/software.html
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Introduction

European Association for Biometrics (EAB) 
• Key stakeholders of EAB are 

„standardisation enthusiasts“ 
in ISO/IEC JTC1 SC37 

• Key stakeholder of EAB are 
core members of European research projects  
on pressing operational problems and vulnerabilities  
of large scale systems like VIS and EES 
‣ Presentation Attack Detection 
‣ Morphing Attack Detection 
‣ Sample Quality 

• Project examples are 
‣ TReSPAsS ETN on secure and privacy preserving biometrics 

https://www.trespass-etn.eu/ 
‣ iMARS on morphing attack detection 

https://cordis.europa.eu/project/id/883356 
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Vulnerabilities of Biometric Systems
Three main points for a targeted attack 
• Capture device (1): Camera, fingerprint sensor 
‣ Countered by presentation attack detection  

• Data transmission (2): Network 
‣ Attacks on data transmission channel countered by cryptographic protocols 
‣ Enrolment attacks  (i.e. face morphing attacks) need to be countered 

• Data storage (6): Database  
‣ Countered by biometric template protection

9

Source: ISO/IEC 30107-1:2016
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Presentation Attack Detection 
in non-supervised Data Capture Situation 

(e.g. Kiosks)
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Security of Fingerprint Sensors

Attack without support of an enrolled individual  
• Recording of an analog fingerprint from flat surface material 
‣ z.B. glass, CD-cover, etc. with iron powder and tape 

• Scanning and post processing: 
‣ Correction of scanning errors 
‣ Closing of ridge lines (as needed) 
‣ Image inversion 

• Print on transparent slide 
• Photochemical production of a circuit board
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[Zwie2000] A. Zwiesele, A. Munde, C. Busch, H. Daum: "Comparative Study of Biometric Identification Systems" 
In: 34th Annual 2000 IEEE International Carnahan Conference on Security Technology, Ottawa, pp. 60-63, (2000) 

 Year 2000 !



Presentation Attack Detection
Impostor 
• impersonation attack 
‣ positive access 1:1  

(two factor application) 
‣ positive access 1:N 

(single factor application) 

• finding a look-a-like 
• making appearance similar 

to the reference 
• artefact presentation 

• C 

Concealer 
• evasion from recognition 
‣ negative 1:N identification 

(watchlist application)  

• depart from standard pose 
 
 
 

• evade face detection

Image Source: http://upshout.net/game-of-thrones-make-up 
Image Source: https://cvdazzle.com

Image Source: https://www.youtube.com/watch?v=LRj8whKmN1M
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Presentation Attack Detection

Definitions in ISO/IEC 30107 PAD - Part 1: Framework 
• presentation attack 

presentation to the biometric capture subsystem with the goal of 
interfering with the operation of the biometric system 

• presentation attack detection (PAD) 
automated determination of a presentation attack 

Definitions in ISO/IEC 2382-37: Vocabulary 
http://www.christoph-busch.de/standards.html 
• impostor 

subversive biometric capture subject who attempts to being 
matched to someone else's biometric reference 

• identity concealer 
subversive biometric capture subject who attempts to  
avoid being matched to their own biometric reference

13
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!

Presentation Attack Detection

ISO/IEC 30107-1 - Definitions 
• presentation attack instrument (PAI)  

biometric characteristic or object used in a presentation attack  

• artefact 
artificial object or representation presenting a copy of biometric 
characteristics or synthetic biometric patterns  

Types of presentation attacks

14

Source: ISO/IEC 30107-1 

(General Noun)

(Adjectives describing categories)

(Qualifying adjectives)
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Fingerprint Capture Device Security

Countermeasures 
• Observation of the live skin properties 
• Observation of the sweat glandes 
• Sensor technology 
‣ Optical Coherence Tomography (OCT) 

15
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Fingerprint Capture Device Security

OCT Capture Device 
• Cooperation with the German BSI 
• Prototype for a high-end 

fingerprint sensor 
• Requirements 
‣ Capture area: 20x20x6 mm 
‣ up to 3000 dpi 

• Visualization of  
sweat glands

16

Source: C. Sousedik, NTNU, 2016
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Fingerprint Capture Device Security

OCT - PAD 
• Comparing outer and inner fingerprint patterns 
• Detection of surface and internal layer  
• 2D projection of the segmented layers

17

Internal FingerprintSurface Fingerprint
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Fingerprint Capture Device Security

Laser Speckle Contrast Imaging 
• LSCI is a technology for imaging and  

monitoring blood flow in biomedical applications  
• Based on the laser speckle effect: 
‣ Laser light illuminates a sufficiently rough surface and is scattered 
‣ Interference produces a granular pattern  

of dark and bright spots  
causing the speckle pattern 

• Blood flow, causes fluctuations  
in the speckle pattern [Sen2013]

18

[Vaz2016] P. G. Vaz et al. „Laser Speckle Imaging to Monitor Microvascular Blood Flow: A Review“, IEEE Reviews in 
Biomedical Engineering, vol. 9, pp. 106-120, (2016) 

[Sen2013] J. Senarathna et al. "Laser Speckle Contrast Imaging: Theory, instrumentation and applications," IEEE 
Reviews in Biomedical Engineering, vol. 6, pp. 99-110, (2013) 

[Kolb2020] J. Kolberg, A. Vasile, M. Gomez-Barrero, C. Busch: "Analysing the Performance of LSTMs and CNNs on 
1310 nm Laser Data for Fingerprint Presentation Attack Detection“, in Proceedings of International Joint Conference on 
Biometrics (IJCB 2020), Houston, US, September 28 – October 1, (2020) 
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Fingerprint Capture Device Security

LSCI - PAD 
• Recent results based on IARPA ODIN 
‣ 1310 nm laser illumination 
‣ short video (100 frames) 
‣ CNN and long short-term memory (LSTM) networks

19

[Kolb2020] J. Kolberg, A. Vasile, M. Gomez-Barrero, C. Busch: "Analysing the Performance of LSTMs and CNNs on 
1310 nm Laser Data for Fingerprint Presentation Attack Detection“, in Proceedings of International Joint Conference on 
Biometrics (IJCB 2020), Houston, US, September 28 – October 1, (2020) 
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Altered Fingerprint Detection - Testing

Example for fingerprint alterations 
• Z-shaped alteration (Finger of Jose Izquierdo, 1995)

20

Image Source:  S. Yoon, J. Feng, and A. Jain, “Altered fingerprints: Analysis and detection,”  
IEEE Transactions on Pattern Analysis and Machine Intelligence, vol. 34, no. 3, pp. 451–464, Mar. 2012  
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Altered Fingerprint Detection - Algorithms

Singular Point Density Analysis 
• using the Poincare ́ index to detect noisy friction ridge areas 

BonaFide fingerprint                           altered fingerprint    Poincare ́ index response  

21

[Ellingsg2014]  J. Ellingsgaard, C. Sousedik, and C. Busch, “Detecting fingerprint alterations by orientation field and 
minutiae orientation analysis,” in Proc. IWBF, Valletta, Malta, (2014)  

[Ellingsg2017]  J. Ellingsgaard, C. Busch: "Altered Fingerprint Detection", in Handbook of Biometrics for Forensic 
Science, Springer, February, (2017) 
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Impostor Presentation Attack

3D silicone mask 
• Targeted attack with 3D silicone custom mask 
• Cost more than 3000 USD

22
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Skin Detection

Short Wave Infrared Range (SWIR) imaging 
• Analysis of spectral remission properties 
• Remission spectrum above 1200 nm independent of melanin,  

but strongly impacted by water       

[Steiner2016] H. Steiner, A. Kolb, N. Jung: „Reliable Face Anti-Spoofing Using Multispectral SWIR Imaging“, in 
Proceedings ICB, (2016) 

23

Image Source: HSBRS, (2016)
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Skin Detection

Short Wave Infrared Range (SWIR) imaging 
• Computing a signature from four spectral bands 
‣ Transform spectral remission  

to normalized differences 

‣ False color images based  
on three channel differences 
 
 
 
 

24

Image Source: HSBRS, (2016)
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Makeup Presentation Attacks

Severe alterations 
• Makeup for impersonation 
• Detection difficult since bona fide users may also apply makeup 

 
 
 

25

[Rathg2020] C. Rathgeb, P. Drozdowski, D. Fischer, C. Busch: "Vulnerability Assessment and Detection of Makeup 
Presentation Attacks“, in Proceedings of 8th International Workshop on Biometrics and Forensics (IWBF 2020), Porto, 
PT, April 29 - 30, (2020) 
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Makeup Presentation Attack Detection

Detecting alterations in a differential detection scenario 
• Employ deep face representations (ArcFace) 
• Classification with SVM 
• Missing training data 
• Creation of semi-synthetic database 

 

26

[RDB2020] C. Rathgeb, P. Drozdowski, C. Busch: "Detection of Makeup Presentation Attacks based on Deep Face 
Representations“, in Proceedings of 25th International Conference on Pattern Recognition (ICPR), (2020) 
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Concealer Presentation Attack

Face disguise for privacy protection

27
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Concealer Presentation Attack

Face disguise for organized crime (June 2012) 
• http://www.dailymail.co.uk/news/article-2153346/Black-armed-robber-disguised-white-man-using-latex-mask.html

28
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Enrolment Attacks 
Face Morphing

29
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Problem: Morphing Attacks

Enrolment attack with morphed facial images 

30

Subject A Subject CMorph = Subject A + Subject C
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Morphing Attack Detection Scenarios

Real world scenarios 
• Single image morphing attack detection (S-MAD) 
‣ One single suspected facial image is analysed (e.g. in the passport application) 

• Differential morphing attack detection (D-MAD) 
‣ A pair of images is analysed - and one is a trusted Bona Fide image 
‣ Biometric verification (e.g. at the border) 
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[SRB2018a] U. Scherhag, C. Rathgeb, C. Busch: "Towards Detection of Morphed Face Images in 
electronic Travel Documents“, in Proceedings of the 13th IAPR International Workshop on Document 
Analysis Systems (DAS), April 24-27, (2018)  

Morph
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Face
pre-processing and
feature extraction
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(reject)

Bona fide
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Morph
detection

Face
pre-processing and
feature extraction

Morph
(reject)

Bona fide
(accept)

Face
pre-processing and
feature extraction

trusted live
capture

suspected image



Standards and Challenges 2020-11-03Christoph Busch 

Taxonomy of Morphing Attack Detection (MAD) 
 
 

State of the Art - MAD Algorithms

32

[SRMBB2019] U. Scherhag, C. Rathgeb, J. Merkle, R. Breithaupt, C. Busch: "Face Recognition Systems under 
Morphing Attacks: A Survey“, in IEEE Access, (2019)  

  

Handcrafted 
Descriptors  
+ Classifiers

Deep 
Descriptors + 

Classifiers

Differential Analysis 
(With Trusted Reference)

Demorphing Landmark Based 
+ Classifiers

MAD

Single Image Analysis 
(No Reference)
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State of the Art - MAD Algorithms

Detection accuracy - focused on D-MAD 
https://biolab.csr.unibo.it/FVCOnGoing/UI/Form/BenchmarkAreas/BenchmarkAreaDMAD.aspx 
• Digital                                         Print and scanned 

33

[Raja2020] K. Raja, M. Ferrara, A. Franco, L. Spreeuwers, I. Batskos, F. Wit, M. Gomez-Barrero, U. Scherhag, D. 
Fischer, S. Venkatesh, J. Singh, G. Li, L. Bergeron, S. Isadskiy, R. Raghavendra, C. Rathgeb, D. Frings, U. Seidel, 
F. Knopjes, R. Veldhuis, D. Maltoni, C. Busch: "Morphing Attack Detection - Database, Evaluation Platform and 
Benchmarking", in IEEE Transactions on Information Forensics and Security (TIFS), (2020) 
https://arxiv.org/abs/2006.06458 

  

SOTAMD_ D-1.0 D-MAD-SOTAMD P&S-1.0.
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Face Sample Quality
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Factors impacting Quality

Face sample quality 
• Image capture system out of focus 
• No frontal perspective 
Fingerprint sample Quality 
• Defect caused by the source 
‣ Skin condition such as moist, oily, dry and so on 
‣ Scars, wrinkles, blisters, eczema, dirt 

• Defect caused by the capture device 
‣ Sampling error, low contrast 

• Defect caused by the capture subject‘s behaviour 
‣ Elastic deformation 
‣ Improper finger placement (too low, rotated, etc)

35

ISO/IEC 29794-1 expectation: „A quality algorithm should 
convey the predicted utility of  the sample“



Standards and Challenges 2020-11-03Christoph Busch 

NFIQ2.0: Finger Image Quality

Evaluation - Error versus reject curve 
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Face Image Quality

Flavors of quality: good, bad, wild, ugly 
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ISO* WEBCAMMUGSHOT+ REFLECTEDXLFW LEGACY-CAM+

Cooperative	Enrollment		
where	quality	assessment	is	
traditionally	most	useful	at	
initial	collection. Non-Cooperative

IJB-C

Source +:  http://www.chicagonow.com/cta-tattler/2013/07/chicago-cops-use-face-recognition-software-to-nab-cta-mugger

Source X   http://io9.com/hidden-faces-can-be-found-by-zooming-into-hi-res-photos-1491607189

Source *:  http://webstore.ansi.org

Why do we need face image quality in the first place? 
Avoid poor quality data to go into your database !

Source:  P. Grother, 2020
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Face Image Quality

Testing of the Entry-Exit-System  
• Real data in large numbers is not (yet) accessible 
• StyleGAN can generate unlimited number of images 
• Is the quality of synthetic data as good as real data? 

 
 
 
 
 

• eu-LISA study with  
‣ HDA-Steinbeis-Darmstadt 
‣ NTNU-Mobai-Gjøvik 
‣ PLUS-Salzburg 

 
https://christoph-busch.de/projects-euLISA.html
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Face Image Quality

Actionable feedback 
• If quality is poor, then what went wrong?

39

Source:  http://webstore.ansi.org

Expression Gaze Too	close Pose	AngleISO	Standard
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Face Image Quality

The literature shows numerous approaches [Schlett2020] 
• Non-DeepLearning based face quality assessment 
• Standard focused face quality assessment 
• Video frame face quality assessment 
• DeepLearning based face quality assessment

40

[Schlett2020] T. Schlett, C. Rathgeb, O. Henniger, J. Galbally, J. Fierrez, C. Busch: "Face Image Quality 
Assessment: A Literature Survey“, in arxiv.org, (2020) 
https://arxiv.org/pdf/2009.01103.pdf 

  

For more on Face Image Quality see 
the keynote by Javier Galbally on November 4th
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Standards
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Quality-Related Standards

Relevant standards 
• ISO/IEC 29794-1: Quality Framework  
‣ Definitions and evaluation concepts https://www.iso.org/standard/62782.html 

• ISO/IEC 29794-4: Fingerprint image quality  
‣ NFIQ 2.1 

https://github.com/usnistgov/NFIQ2 
https://www.nist.gov/system/files/documents/2018/11/29/nfiq2_report.pdf 

• ISO/IEC 29794-5: Face image quality  
‣ Revision of ISO/IEC 29794-5:2011 

http://www.paddymondo.net/ISO_IEC_29794_5.pdf 
‣ Scalar values 
‣ Vector values ~ Quantitative ISO/ICAO compliance checklist 

• ISO/IEC 24358: Face-aware capture device 
http://www.paddymondo.net/ISO_IEC_24358.pdf 
‣ Face detector 
‣ Face pose estimator 
‣ Background face detection removal

42



Standards and Challenges 2020-11-03Christoph Busch 

Quality-Related Standards

ISO/IEC WD 29794-5  aligned with ISO/IEC 39794-5

43

source: ISO/IEC WD 29794-5, Table 2 
http://www.paddymondo.net/ISO_IEC_29794_5.pdf

source: ISO/IEC 39794-5:2019, Annex D 
https://www.iso.org/standard/72156.html
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Source: ICAO 9303 Part 10, 2015

ICAO 9303 Logical Data Structure
Data stored on the chip (LDS) 
• DG1: Information printed  

          on the data page 
• DG2: Facial image 

          of the holder (mandatory)  
• DG3: Fingerprint image  

         of left and right index finger  
• DG4: Iris image  

.... 
• DG15: Active Authentication  

           Public Key Info 
• DG16: Persons to notify 
Document Security Object 
• Hash values of DGs

44
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ICAO 9303 Logical Data Structure

Data to be stored in the ICAO 9303 LDS 
• Alpha-numeric data: 5 Kbyte 
• Facial image: ISO/IEC 19794-5:2005 
‣  12 Kbyte (JPEG, JPEG2000) 

• Fingerprint images: ISO/IEC 19794-4:2005 
‣ 2* 10 Kbyte (JPEG, JPEG2000, WSQ) 

• Facial image: ISO/IEC 39794-5:2019 
https://www.iso.org/standard/72155.html 

• Fingerprint images: ISO/IEC 39794-4:2019 
https://www.iso.org/standard/72156.html 
‣ ICAO will adopt its 9303 specification in 2020 and refer  

to ISO/IEC 39794 and its Parts 1, 4 and 5 by December 2020. 
‣ Passport reader equipment must be able to handle  

ISO/IEC 39794 data by 2025-01-01 (5 years preparation period). 
‣ Between 2025 and 2030, passport issuers can use the old version 

or the new version of standards (5 years transition period).

45

New in 2020
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PAD: Standardized Testing Metrics

Definition according to ISO/IEC 30107-3 
• Testing the  

false-negative and false-positive errors: 

• Attack presentation classification error rate (APCER) 
proportion of attack presentations using the same PAI 
species incorrectly classified as bona fide presentations  
in a specific scenario 

• Bona fide presentation classification error rate (BPCER) 
proportion of bona fide presentations incorrectly classified as 
attack presentations in a specific scenario

46

source: [ISO/IEC 30107-3] SO/IEC 30107-3, “Biometric presentation attack detection -  
              Part 3: Testing and reporting”, (2017)  
              https://www.iso.org/standard/67381.html
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Standardized Testing Metrics

Definition of metrics in ISO/IEC 30107-3 
• DET curve analyzing operating points for various thresholds 

and plot security measures versus convenience measures 
• Example: 

 
 
 

47

Source: R. Raghavendra, K. Raja, S. Venkatesh, C. Busch: "Transferable Deep-CNN features for detecting digital and print-scanned morphed 
face images", in Proceedings of 30th International Conference on Computer Vision and Pattern Recognition Workshop (CVPRW 2017), 
Honolulu, Hawaii, July 21-26, (2017) 

Ideal: 
APCER - low 
BPCER - low

convenience 
 measure

security measure 
(strength of function)



Definition of PAD metrics in ISO/IEC 30107-3 
• Testing the vulnerability of the biometric system: 
• Impostor attack presentation match rate (IAPMR) 

in a full-system evaluation of a verification system,  
the proportion of impostor attack presentations  
using the same presentation attack instrument species  
in which the target reference is matched 
 
 
 
 
 
 
 
 

• Revision project ISO/IEC 30107-3: http://www.paddymondo.net/ISO_IEC_30107_3.pdf

Standards and Challenges 2020-11-03Christoph Busch 

Presentation Attack Detection - Testing

48

Source: ISO/IEC 30107-3 

(bona fide)
(bona fide)

Image Source: K. Raja, R. Raghavendra, C. Busch: 
"Video Presentation Attack Detection in Visible 
Spectrum Iris Recognition Using Magnified Phase 
Information", in IEEE TIFS, June 2015 
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• Evaluation and improvement of eu-LISA  
synthetic biometric datasets 
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Thanks

49
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More information

The MAD website 
https://www.christoph-busch.de/projects-mad.html 

The MAD survey paper 
• U. Scherhag, C. Rathgeb, J. Merkle, R. Breithaupt, C. Busch: 

"Face Recognition Systems under Morphing Attacks: A Survey“,  
in IEEE Access, (2019) 
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More information

The Face image quality survey paper 
• T. Schlett, C. Rathgeb, O. Henniger, J. Galbally, J. Fierrez, C. Busch: 

"Face Image Quality Assessment: A Literature Survey“,  
in arxiv.org, (2020) 
https://arxiv.org/pdf/2009.01103.pdf 
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Contact 

52

+49-6151-16-30090

https://www.athene-center.de
https://dasec.h-da.de

christoph.busch@h-da.de
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Contact 

53

Prof. Dr. Christoph Busch  

Norwegian University of Science and Technology  
Department of Information Security and Communication Technology  
Teknologiveien 22  
2802 Gjøvik, Norway 
Email: christoph.busch@ntnu.no   
Phone: +47-611-35-194  


