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The iCrowd simulator has been pivotal in all 4 projects for:
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« comparing RBS with rule-based security doctrines in air, land, and sea BCP’s
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* RFID luggage tracking implementation logistics
» Audio broadcast alerting system design and layout effectiveness testing
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v Less than 5% of travelers represent a threat to the security screening process of
a BCP, yet same rule-based security checks, consisting of uniform non-
discriminatory screening with random enhanced checks, apply equally to all
travelers, leading to low user experience and increased delays.
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Intelligently combine: B. Assess risk and classify travelers into:
information obtained from observable O Casual, Trusted, or Enhanced
aspects of human identity and possession; (FLYSEC — 3 categories),

knowledge acquired about hidden aspects U Neutral, Bonadfide, Malafide, or
of human capability, and Unknown (TRESSPASS — 4 categories)
intent

C. Apply security screening procedures commensurate to the assessed risk to
(a) speed up the security screening process;
(b) offer a more pleasant experience to travelers, and
(c) maintain or improve the level of security at the same time




Rule-based & Risk-based BCP security

ourations: The need for simulation

1. Rule-based security checking

2. Risk-based security checking
configuration
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Monte Carlo
Simulation

. A BCP with 100
travelers

. Distribution of
traveler types:

[Normal, Suspicious]:

[0.9,0.1]

. Alarm threshold for
each component: 0.5

. Risk calculation:
According to a script
described in [14]

. Effectiveness
calculation:

diff 1 = (mean
of total suspicious
people - total people
stopped)

effectiveness
= 1/absolute (diff_1)

. Ran over 10000
iteration with 100
travelers each time
for both the
configurations.
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Can effectiveness increase without increasing delays?




Moving from rule-based to risk-based

security: Challenges & Answers
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’ N ’ AN Questions to address via simulation

* RBS vs RLBS efficiency

» Travelers satisfaction

Traveller

Nationality o Delays
- Identity

* Number of personnel needed for the

same throughput of travelers

« Number of enrollment kiosks needed

Multi-modal, multi-tier TRESSPASS *\)’
Risk-assessment model

* Number of ABC gates needed

1. measures undertaken with third
countries or service providers

2. cooperation with neighboring
countries

3. border control and counter-
smuggling measures

4. control measures within the
area of free move

Tier 2 + Detection & biometric technologies

= tiers » Surveillance infrastructure
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Capabilities required for risk-based

N LBt securit

Risk Assessment Framework (FLYSEC & TRESSPASS)
Control, Command & Information Fusion System (OCULUS C2I)
Technologies for on-the-fly risk assessment without inducing delays:

« Location sensors & cameras for crowd tracking and anomaly
detection

PNR data (A passenger name record (PNR) is a record in the database of a computer reservation system

(CRS) that contains the itinerary for a passenger or a group of passengers travelling together)

«  Web intelligence

« Across boarder intelligence

» RFID luggage tracking

* On-the-fly biometrics with biometrics corridor

Simulation tools (iCrowd Simulator, Monte Carlo RBBCP Simulator)




Simulation testing of RBS with iCrowd:
Im Iﬂrug@* few words about the iCrowd Simulator

Agent-based simulator

User-defined simulation scenarios

Sophisticated crowd engine and collision avoidance
Multiple and complex behavior models

Behavior
l Layer Units
|
O =1 1ysica
]
[N outing

Distributed simulation 1

Simulation-as-a-Service (Saa$)

KPI’s monitoring and display

Lua VM

Native and photo-realistic 3D visualization of environment and agents
OCULUS C2I Portal Integration .
Integration with third-party simulators

Anomaly detection for risk-based security
performance evaluation
Cyber-physical S|mulat|on



https://vimeo.com/155102249
https://vimeo.com/manage/videos/758450705
https://vimeo.com/manage/videos/758447293
https://vimeo.com/manage/videos/280690026
https://vimeo.com/223308809/4d0650bb33

- A wealth of graphical means to monitor KPI's on
real time and provide evaluation output results in
the form of cvs files and graphs
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Enabled W » Time settings
Next in queue: |passenger 25 A AL ¥ Statistics
i ~ \ Save stals Stats saved at tresspass_stats Tue Oct 26 11:16:05 2021.cs
Agents in queue: | >
/ Checkpoint sampling period
Total served passengers: 8 ek 20
Status: / ab Served passengers sampling period:

lization time: 97.13 sec 10,0
Total utilization time Average: 9.51 passengers
Total served passengers: 340

Average utilization time: : ger ;
» Ag t outnut Maximum: 17.00 passengers » Unknown passengers
ssessment outputs
R Total utilization time: 212 Sec » Malafide passengers
; 17 > Neutral pas
Average utilization time: & ssenger c 95:1?5:;:1i:ﬁ:rr

Queue times Total served passengers: 27 N
Served passengers over time

Passengers in checkpoints of type "PassportControlPoint" over

— - - V v n v \ Minimum: 0.00 agents
Minimum: 0.00 sec Average: 3.54 agents
Average: 9.29 sec | Maximum: 9.00 agents
Maximum; 53.85 sec Average: 1.27 passengers
Maximum: 7.00 passengers
Total utilization time: 2
Average utilization time:

Total served passengers: Minimum: 0.00 agents

Normally exited passengers over time

Queue size over time

[ " " Average; 3.45 agent!
Passengers in checkpoints of type "XrayScanner” over time st ]
Maximum: 9.00 agents
Finished passengers in Second-Line interview over time
Average: 0.86 agents

Maximum: 3.00 agents

Service times

. Minimum: 0.00 agents
Average: 2.11 passengers Average: 0.0 agents

Maximum: 9.00 passengers Maximum: 1.00 agents
Total utilization time: 258.77 sec Served passengers - Cumulative
Average utilization time:

Minimum: 9.27 sec
Total served passengers: 2
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« Development of the iCrowd Simulation-as-a-Service (S5aaS)
capability used to:

(a) train the TRS end user remotely
using dockerized VMC's over secure
VPN lines; and

(b) perform simulations of different pilo
configurations on their own and obtain
quantitative RBS performance results ks




iCrowd & OCULUS C4l:

Total number of agents

Agents in clusters
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https://vimeo.com/manage/videos/758447293

N - % iCrowd Simulator for risk-based strategies, algorithms,
ongg mfrastructure & technologies performance assessment

* RBS vs RLBS efficiency in terms of travelers’ throughput
e Waiting time (Delays) and Queue Length
e Travelers satisfaction
e Number of personnel needed for RBS vs RLBS for the same throughput |
e Number of ABC gates needed (cost) to meet a given service level

e Anomaly detection Al algorithms and testing via simulation

e Robustness testing in noise and missing data using simulation

e Estimation of surveillance camera investment cost vs performance

in anomaly detection
* Assessment of cost effectiveness of investment on surveillance and/or
alerts’ infrastructure vs performance

e Biometrics flow simulation and performance assessment
e Biometrics-on-the-fly logistics simulation and performance assessment
e Multi-biometrics corridor performance assessment for BCP

on-the-fly traveler ID verification


https://vimeo.com/manage/videos/738376131

Risk-BS Simulation Scenario @ Airport

Sl d Arrivals BCP
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Airport Arrivals BCP Simulation Model

 for Risk-BS Logistics Assessment
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i Risk vs Rule BS simulation testbed
ISt configuration parameters setup




m,|||ﬁ'll_l'ugt§% Simulation Parameters Definition

- Provided detailed quantitative evaluation of the
performance of an RBS system using a wide spectrum
of KPI's ranging from risk, service times, operational
flows, labor estimates, cost analysis, ...

Low Medium High
performance | performance | performance
Bonafide | 15% 40% 80%
Neutral | 55% 45% 13%
Malafide | 5% 5% 2% R e N
Unknown | 25% 10% 5% -
Arrival rate per hour Total number of | EU/non-EU EU (direct ABC
travellers (tresspass) gate)
Busy 1100 550 550
Regular 400 200 200
Quiet 120 60 60




g . Risk-BS vs Rule-BS iCrowd simulation:
26 |||ﬁ||-w Sild Airport Arrivals BCP testbed



https://vimeo.com/manage/videos/758447233

- = Benchmarking Risk-based vs Rule-based
M UNISSi Y Security for Airport BCP using iCrowd

 Allowed to compare the performance of risk-based
security by benchmarking it against rule-based security
policies at BCPs

« Performance Comparison:

« Within allowing accumulating queues up to 100 per hour
with fixed # of border guards,

= RBBM can handle 1 (LP) to 3 (HP) times higher flowrate

than the current rule-based situation.

« Without allowing any queues and varying the number of
borderguards for that,

=> In case of a low performance system the same number of
borderguards are needed, but

= 1/3 in case of a high-performance system




Risk-based Security Assessment at Sea

osllr-“ri S ..f-fe* Port BCP using iCrowd: Departures


https://vimeo.com/manage/videos/758451934
https://vimeo.com/manage/videos/758451934
https://vimeo.com/manage/videos/758451934
https://vimeo.com/manage/videos/758451934

- . Sea Port Greek Pilot using iCrowd
oM LESEE Simulator: Arrivals Terminal



https://vimeo.com/manage/videos/758454532
https://vimeo.com/manage/videos/758456238
https://vimeo.com/manage/videos/758458963
https://vimeo.com/manage/videos/758458363

Seaport RBS BCP KPI's using iCrowd

Simulator

BCP PERFORMANCE INDICATORS

Indicators Description

Effectiveness Success-rate of stopping unauthorised travellers when they attempt
to cross the border at the BCP

Flow-rate Speed of the flow of travellers as they approach and cross the border
at the BCP

Efficiency Number of resources required at the BCP to achieve a certain degree
of effectiveness and/or certain minimal flow-rate

Level of ethical Extent to which a BCP mitigates negative ethical impact on the

compliance travelling public and on the public in general




Biometrics flow simulation with iCrowd
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* 3D Faces from BU-3DFE db are associated with
iCrowd agent mannequins
» 2-Stage Process
* Stage 1: Enrollment & Match against criminal 3Df db
* Enrollment: Faces are “scanned” and converted to
3D face biometric templates
* Matching: Agent 3Df template matched against
known criminal 3Df templates db
* Negative id = Green
* Positive id = Red
* Stage 2: Biometric corridor verification — functional
and adaptable to the functional specs of each pilot.

trics Corridor with biometrics on-the-fly


https://vimeo.com/manage/videos/738376131
https://vimeo.com/manage/videos/758460315
https://vimeo.com/manage/videos/758459828
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Training with high congestion data and different noise levels.

Testing with low-to-medium congestion data

Confusion matrix

Predicted label

DATA MANAGEMENT AREA

s jAnomaly detection using RNN and iCrow

Precision-Recall Diagram

ROC Curve

Confusion Matrix



https://vimeo.com/manage/videos/758447293
https://vimeo.com/manage/videos/758464015

Assessing Surveillance Infrastructure Effectiveness
4 and Cost Effectiveness with iCrowd Simulator
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|||ﬁ|ru@-t§% Conclusions

Risk-based security (RBS) is a promising concept for providing security with
convenience to passengers

Risk Assessment is a complex process and should adhere to GDPR rules
RBS can increase effectiveness but delay must be controlled as well

Realistic testing is a challenging task and requires an integrated C2| and
Simulation environment to test algorithms, protocols, procedures and
technologies associated with risk assessment

OCULUS C2I and the embedded iCrowd Simulator offer such a comprehensive
implementation and testing environment for RBS

Extensive simulation and field pilot tests used in TRESSPASS to test the risk
assessment provided strongly supported evidence that RBS increases
effectiveness and efficiency at security check points.

A multi-biometrics corridor can be an effective means for on-the-fly ID testing

A Robust anomaly detection RNN algorithm in conjunction with well designed
and tested via simulation video surveillance system can detect suspicious
behaviours and justify investment in video infrastructure & analytics.
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Development of detailed 3D models for

2. I . .
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evelopment of new and complex behavioral models of
passengers and border guards in iCrowd Simulator
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QB crovd Simulation-as-a-Service (aas)
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Simulation Phase: iCrowd Simulation-as-a-Service (SaaS) Environment

e The end-users were given access to a VM prepared with their submitted
configurations.

e Training was done remotely using the TRS e-learning platform that consisted
of a teleconference platform for teaching and a secure VPN connection
providing each end user trainee direct access to the iCrowd simulator on a
separate and private VM under the supervision of the instructor/trainer.

e The end-users had the opportunity to execute remotely & securely their
scenarios, adjust them and run them again, and extract the results in .csv files,
until the results were acceptable.

e The end-user, as the
operator of the simulator,
can observe the execution of
the simulation in real time,
get metrics of the desired
indicators, and manipulate
checkpoints and agents.
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