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Responsible for European coverage of Rapid Response
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Alert Volumes Are Overwhelming SOCs

Over 40% of orgs receive 10,000+ alerts per day; experience 50%+ false positives

Abandoned alerts
Suppressed alerts
Slow detection / response

Analyst burnout
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But What Alternatives Do SOCs Have?

There are no perfect correlation searches; alert fatigue seems inevitable

Analytics/ _
Correlations Alert Fatigue

Alert Directly from

Tune Analytics

Splun k > turn data into doing




222222222222222

How can SOCs
reduce alert volumes
while Improving their security
coverage?



Detection Methodology for Too Long

Log Source Alert

‘ Detection
Logic
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Risk Based Alerting

Log Source

Observation
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Risk Based Alerting

ATT&CK
Tactic
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Risk Based Alerting

Asset
Priority

BU
Outlier
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Risk Based Alerting

Alert

Risk Grouping

Asset BU
Priority Outlier
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How Does This Look in Practice?

Traditionally, the events below would be considered too noisy and would be

abandoned
6:55Am 6:58am  7:03am  1:55pm 2:03pm 2:07pm 2:15pm
O
Potential Suspicious Suspicious Powershell AWS ACLs opened AWS user AWS buckets AWS permanent
spearphishing command observed up all access provisioning created creation observed
observed disabling controls observed
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How Does This Look in Practice?

With risk-based alerting, these events become context that informs high-fidelity alerts

6:55Am 6:58am 7:03AaMm 1:55pm 2:03pm 2:07pm | 2:15pm

O
Potential Suspicious Suspicious Powershell AWS ACLs opened AWS user AWS buckets AWS permanent
spearphishing command observed up all access provisioning created creation observed
observed disabling controls 20 pts 10 pts observed 15 pts 20 pts
10 pts 15 pts 15 pts

With one click, view all < Risk Notable <
of the_ risk events that ALERT Generate aler_t for any user or system that Aggregated user risk score >100
contribute to the alert exceeds a risk score of 100 in a 24 hour
period
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Risk Events

E g fyodor@froth.ly Risk Score: Event Count: 32

® Monitor Email For Brand Abus..,

@ Geographically Improbable Ac.

@® Geographically improbable Ac...
@® Geographically Improbable Ac...

Unusual Volume of Qutbound .. Malicious PowerShell Process

Unusual Volume of Outbound ...

@® Monitor Emall For Brand Abus...

@ Geographically improbable Ac...

® Geographically Improbable Ac..,

QO®

@ Geographically improbable Ac...

Contributing Risk Events

Q. filter

> Time » Risk Rule «

> Yesterday, 11:31 PM Network - Unusual Volume of Outbound Traffic By Src - Rule

> Yesterday, 10:34 PM ESCU - Maliclous PowerShell Process - Encoded Command Demo -
Rule

> Yesterday, 8:34 PM ESCU - Malicious PowerShell Process - Encoded Command Demo -
Rule

> Yesterday, 7:34 PM ESCU - Maliclous PowerShell Process - Encoded Command Demo
Rule

> Yesterday, 11:34 PM ESCU - Malicious PowerShell Process - Encoded Command Demo -
Rule

> Yesterday, 10:01 PM Network - Unusual Volume of Outbound Traffic By Src - Rule

> Yesterday, 9:34 PM ESCU - Malicious PowerShell Process - Encoded Command Demo -

Rule

¥ Risk Score «
80

80

80

80

80

80

80

Annotations
T1030, TAOO10 @

T1059.001, TACCO2 @

T1059.001, TAC0O2 @

T1059.001, TAO0O2 @

T1059.001, TACOO2 @

T1030, TACO10 @

T1059.001, TA0002 @

Threat Object
100149

"C:\Windows\System32... @

"C:\Windows\System32... @

“CA\Windows\System32... @

"C:\Windows\System32... @

100149

"C:\Windows\System32... @

Up to 80%

drop in Security alerts

Up to 30%

reduction in false
positives




RBA Reduces Alerts, and Much More

RBA initially reduces alert volumes (and fast) but ultimately streamlines the entire SOC

Reduce Improve Quantify Reduce
Alerts Detections SOC Maturity Operational Costs

) (e
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Before & After

Big Alert Pipeline Risk Based Alerting
thousands of alerts per month 50-90% alert reduction
very low alert fidelity iIncreased alert fidelity
* disconnected security events - improved investigation workflows
- heavy alert fatigue - significant time freed for SOC projects
- limited application for smaller, specialized teams - framework relevant for Insider Risk, Fraud, etc.
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Real World
examples
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Average Event Abandenment

Further-Notable
Reduction after

Tuning

Notable Event Trends -'R\.-—B*JA\-\G/QAe/g IT"-'vv\-/\e/
in Production

2000
Ml notable_count
S — neecdian
1000 ll\ - moving_average_5d

Mon Apr 20 Fri Ape 24 Tue Apr 28 SetMay 2 Wed May 6 Sun May %0 Thu Moy %4 Mon May 18
2020

Provided by Viasat and the Viasat CSOC splunk > wn o o cong
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Notable Abandonment:
Notable Abandonment Percentage over Time —DA!"Q p§/ lg Ze rg

100

* \\\ Ml Anandonment Percentage
\ - Abandonmen Target
\\ — moving_nsvecage _Sd
N
-I -
Man Ape 20 Fri Ape 24 Tue Ape 28 Sat May 2 Wed May 6 Sun May 10 Thu Moy %4 Mon

2020

Standard and RIR Notables over Time by Abandonment Status

Man Age 20 Fei Apt 24 Tue Apr 28 Sot May 2 Weo May 6 Su May 10 Thi May 14 Mon May 18
2020

Provided by Viasat and the Viasat CSOC

Abandoned RBA Notable
Abandoned Standard Notable
Addressed RBA Notable
Addressed Standard Notablo
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Average Event Abandonment

Notable Abandonment:
Below 107 Target

Notable Event Trends

i Daily Notables
Reduced by 10x

200 RN notable_count
D median
\ | s ~—— moving_average_5d
\ e
10 = ( — | [
0 - g \\\ /_/_,_
\ e
Mon Jun 1 FriJuns Tue Jun 9 Sat Jun 13 Wed Jun 17 Sun Jun 21 Thu Jun 25 Meon Jun 29
2020

Provided by Viasat and the Viasat CSOC splunk > wn cata o dong
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Qutcome

. 80% Alert reduction
. 2X Alert fidelity

. 90% Less time for investigation

Provided by Viasat and the Viasat CSOC SpluNk >t cata o gong
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Want to know
more?
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Essential Guide to Risk-Based Alerting E-Book

The Essential Guide to
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almost 100 pages!

easy to follow!

“I| PROMISE!”
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Haylee Mills

Splun k > turn data into doing



https://www.splunk.com/en_us/form/the-essential-guide-to-risk-based-alerting.html
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.conf talks

supplementary information for various crowds

SEC1479 - Say Goodbye to Your Big Alert Pipeline, and Say Hello to Your New Risk-Based Approach
The original talk by Jim Apger and Stuart Mcintosh explains the approach and benefits.

SEC1803 - Modernize and Mature Your SOC with Risk-Based Alerting
Jim Apger reviews RBA structure and benefits, then Jimi Mills offers a *detailed* timeline of Texas Instruments’ RBA evolution.

SEC1113A - Streamlining Analysis of Security Stories with Risk-Based Alerting
Haylee Mills explains how to design intuitive dashboards, and shows off what she built for Charles Schwab.

SEC1908 - Tales From a Threat Team: Lessons & Strategies for Succeeding with a Risk-Based Approach
Stuart Mclntosh delivers handy lessons learned, metrics, and approaches from running RBA in production for over a year.

SEC1163A - Proactive Risk Based Alerting for Insider Threats
Incredible talk from Matt Snyder at VMware about how they revolutionized their Insider Threat program with RBA.

SEC1538 - Getting Started with Risk-Based Alerting and MITRE
Bryan Turner reviews RBA structure and benefits, then guides building detections and aligning to ATT&CK.

links to all RBA relevant talks in slide notes
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