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Quantum Computers: Richard Feynman (1959)
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SCALED QUANTUM COMPUTERS
ARE ON THE HORIZON Rigetti Aspen-11



Sycamore Quantum Computer
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100,000 Billion Times Faster Than Today's Best 
Supercomputers.
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Quantum Computers? What’s Going On!!!
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China’s 66-qubit quantum computer reportedly completed the same task 1 

million times faster.

However, China-based Shenzhen SpinQ Technology plans to sell a $5,000 

desktop quantum computer to consumers for schools and colleges. Last year, it 

started selling a quantum computer for $50,000.

How Much Does a Quantum Computer Cost?A quantum computer cost billions to build. 



The Potential Of A Better Future 
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What Are The Cyber Risks In The Future?
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80% of organizations plan to 

implement Zero Trust security, 

and 83% agree that Zero Trust 

is strategically necessary for 

their ongoing business. 

Zero trust can reduce 

average breach losses by 

nearly $1M

96% of security decision-

makers say Zero Trust is 

critical to their organization’s 

success. 

President Biden’s executive 

order mandated Zero Trust 

architectures for all 

governmental entities and 

accelerated adoption across 

all organizations. 



QUANTUM THREAT AND EXPECTED TIMELINE

Quantum computers will be able to break current public key encryption 

Accurate crypto inventory & mitigation strategies are required

Long term data needs to be protected not then, but now

Failure to migrate leaves applications and data at risk of compromise.
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PQ PREPAREDNESS – MARKET INFORMATION

11

17%

32% 31%

20%
23%

36%

22%
19%

We have not considered the impact of
quantum computers

We are aware of the potential impact,
but haven't started to build a strategy

We are building a post-quantum
cryptography strategy

We are taking inventory of and/or
prioritizing cryptographic assets to

migrate to post-quantum cryptography

Preparation for post quantum threat

5,000 or more employees 1,000 - 4,999 employees

Quantum computers are in development and experts predict that they will be able to crack standard encryption 

methods within the decade. How if at all is your organization preparing for post quantum threat? 

The majority of organizations have not yet started taking steps to prepare for PQ, they need to
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POST QUANTUM READINESS ASSESSMENT

Maturity level assessed across:

◦ Process, People & Technology

Recommendations documented

Roadmap mutually agreed and tracked

Unknown

• Highly reactive

• Lack of ownership

• No centralized policy

• No inventory of assets

• Silo and segmented 

organization

• No roadmap

Awareness

• Reactive

• Decentralized crypto; ad hoc 

tools

• Evaluates regulations and 

understands crypto landscape

• Risk mitigation plan in place, but 

lacks planning and visibility of 

critical issues

Management

• Moderately proactive

• Policy established

• Crypto policy and staffing in 

place

• Exposed to vulnerabilities

• InfoSec oversight

• Backlog of issues and 

improvements

• Short-term vision

Optimization

• Proactive 

• Central policy widely enforced

• Crypto management and 

discovery tools

• Cross functional team

• Modern, cloud-based 

technologies

• Lacks dedicated resources; 

competing priorities

• 3-year crypto roadmap

Excellence

• Highly proactive

• Centralized crypto centre

established

• Full set of tools and best 

practices in place 

• Board support

• Fast response to 

fix vulnerabilities and comply 

with new standards with Crypto 

Agility

• Manage investments in timely 

matter

• Monitors emerging threats

• 5-year crypto roadmap

Risk Maturity

1. Policy Authority

1. Crypto Policies

3. Supplier
Management

5. Data
Classification

4. Risk
Management



Thank You!
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