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Deception – The Oldest Doctrine in Warfare



Operation Bodyguard / Mincemeat 

The deception strategy, now 

named Bodyguard, was 

approved on Christmas Day 

1943. The new name had 

been chosen based on a 

comment by Winston 

Churchill to Joseph Stalin at 

the Tehran conference: "In 

wartime, truth is so 

precious that she should 

always be attended by a 

bodyguard of lies."[10][11]

https://en.wikipedia.org/wiki/Winston_Churchill
https://en.wikipedia.org/wiki/Joseph_Stalin
https://en.wikipedia.org/wiki/Operation_Bodyguard#cite_note-HoltEureka-10
https://en.wikipedia.org/wiki/Operation_Bodyguard#cite_note-BrownPrologue-11


Converging Analyst Opinion on CyberDeception



MITRE –Center for Technology & National Security

The Value of Cyber 

Deception

1. Finding and managing 

adversaries.

2. Learning adversary 

techniques to better 

inform defense

3. Finding insider threats

4. Better incident response

5. Deceiving the adversary

“Judicious use of networks, 

pocket litter, and 

honeytokens can waste the 

adversary’s time and 

resources, expose their 

pedigree, and create false 

knowledge on their part. 

Deception can also add 

randomness and 

unpredictability to an 

architecture, network traffic, 

service, or mission activity, 

making an adversary’s 

understanding of the 

environment more 

challenging and at best 

inaccurate”



 MITRE Corp. released a publicly 

available guide called Shield(now 

Engage) cataloging measures that 

organizations should take to actively 

engage with and counter intruders 

on their networks

 Adversary engagement is learning 

about how our adversaries attack us, 

what tools they use, what they will 

do after they establish a beachhead 

on our systems, insights into what 

they are seeking

MITRE Engage
 Active Defense Capabilities 

Engage was put together to start a 

conversation about the benefits of active 

defense.












