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DETECTION IN THE CLOUD



IMPORTANT NOTICE 
 
THIS PRESENTATION IS TLP:GREEN 

YOU MAY SHARE TLP:GREEN INFORMATION WITH PEERS 
AND PARTNER ORGANISATIONS WITHIN YOUR COMMUNITY, 
BUT NOT VIA PUBLICLY ACCESSIBLE CHANNELS



LONG LONG AGO, 
FAR FAR AWAY

Before the Cloud

https://en.wikipedia.org/wiki/Florence_Nightingale#/media/File:Derby_DRI_stained_glass_window_at_St_Peters_squared.JPG


TLP:GREEN

Actually a  pioneer in statistics and data visualisation

ONE OF FIRST 
BOOKS I EVER 

READ

SOMEWHAT 
MISLEADING 

VISUALISATIONS

FLORENCE NIGHTINGALE "LADY WITH THE LAMP” - ICONIC VICTORIAN NURSE
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TLP:GREEN

LOG, COUNT, 
PRESENT, ACT

NIGHTINGALE’S 
ROSE DIAGRAM 

(CIRCULAR 
HISTOGRAM)

ONE OF FIRST 
INFOGRAPHICS

PROFOUND 
IMPACT - 

HIERARCHY 
NOTICED

FOUNDER OF MODERN NURSING, SIGNIFICANTLY REDUCED DEATH RATES BY 
IMPROVING HYGIENE AND LIVING STANDARDS.



NOT SO LONG AGO 
OR FAR AWAY

Before the Cloud



TLP:GREEN

NOT ALL LOGS 
CREATED EQUAL 

(FAR FROM 
UNIFORM)

DASHBOARD 
SAVED THE DAY

LOGS MB AND NOT 
PRESENTABLE

METRICS KB AND 
EASY TO PRESENT

SYBASE SQL 
(ORACLE AND USB, 
AND SOME EXOTIC 

KDB)
DETECTION 

RULES ARE BASED 
ON ON LOGS AND 

METRICS

A CLIENT/SERVER SYSTEM I WORKED ON BEFORE CLOUD (15-20 YEARS AGO)



TLP:GREEN

EASY TO SEE 
PATTERNS AND 

PRESENT TO 
STAKEHOLDERS 

LOG, COUNT, 
PRESENT, ACTMORNING START 

ACTION: LAZY 
LOADING

OUTLIER 

ACTION: ONE 
ROGUE IN 

SWITZERLAND

US MARKET 
OPENS 

ACTION: REDUCE 
AND STAGGER 

LOAD

MONDAY 10:45 
MARKET ACTION 

ACTION: REDUCE 
LOAD

BRIEFLY: NEAR REAL TIME DASHBOARD MESSAGES/SECOND PER 15 MINUTES



ANY SUFFICIENTLY ADVANCED 
TECHNOLOGY IS INDISTINGUISHABLE 
FROM MAGIC - ARTHUR C. CLARKE 

The Cloud ERA



TLP:GREEN

LOTS OF MAGIC 
AND LOTS OF 

DETAIL

WHAT ARE THE 
GAPS IN 

DETECTION?

MASSIVE DATA, 
COMPUTE AND 

RICH TOOLS

SO MANY 
POSSIBLE 

ACTIONS NEEDS 
AUTOMATION

LOG, COUNT, 
PRESENT, ACT

DETECTION 
RULES OF QUERY 

LANGUAGES

THE MODERN CLOUD ENVIRONMENT



TLP:GREEN

CAN BE VERY 
COMPLEX

IN PRACTICE 
DEFENDER DOES A 

LOT OF MAGIC

VERY BRIEFLY SCRATCHING THE SURFACE OF MICROSOFT DEFENDER …



TLP:GREEN

CAN BE VERY 
COMPLEX

IN PRACTICE 
GUARDDUTY (ETC) 

DOES A LOT OF 
MAGIC

I WILL LEAVE 
COMPARING AWS 

AND AZURE TO 
OTHERS

VERY BRIEFLY SCRATCHING THE SURFACE OF AWS SECURITY SERVICES …



TLP:GREEN

▸ There are lots and lots of detection rules 

▸ Cloud detection rules (and remediation) clearly documented: 

▸aws-managed-rule-groups-threat-signature.html
▸guardduty_finding-types-active.html
▸defender-for-cloud/alerts-reference 

▸ Threat Intelligence upload & custom rules also well documented.

WHAT ARE THE 
GAPS?

WHAT COULD BE 
MAGICALLY 

PREVENTED OR 
REMEDIATED?

WHY SO MANUAL?

ALSO WITH  M365 
ASSESSMENTS

LOG, COUNT, 
PRESENT, ACT

DETECTION RULES ARE BASED ON LOGS AND METRICS

https://docs.aws.amazon.com/network-firewall/latest/developerguide/aws-managed-rule-groups-threat-signature.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://learn.microsoft.com/en-us/azure/defender-for-cloud/alerts-reference


TLP:GREEN

CLOUD BRINGS CONSISTENCY, OVERWELMING RICHNESS, NEEDS AUTOMATION



JACK OF ALL TRADES AND MASTER 
OF NONE - CAN’T SEE WOOD FROM 
THE TREES 

Anecdotes

https://commons.wikimedia.org/wiki/File:Little_Jack_of_all_trades,_with_suitable_representations_(1814)_(14598429160).jpg
https://upload.wikimedia.org/wikipedia/commons/thumb/5/5c/Little_Jack_of_all_trades,_with_suitable_representations_(1814)_(14804987353).jpg/758px-Little_Jack_of_all_trades,_with_suitable_representations_(1814)_(14804987353).jpg?20151001175024


TLP:GREEN

15 YEARS AGO 
HAD TO KNOW 

SYBASE OR 
ORACLE SQL

ARGUABLY BASIC 
TECH FOR 

DETECTION 

NOWADAYS 
DOES ANYONE 

EXPECT TO KNOW 
ANYTHING 

SPECIFIC :-)

VERY 
FLEXIBLE - 

EXPENSIVE FOR 
BIG DATASETS 

-OPTIMIZE AVOID 
LOGS

LOG, COUNT, 
PRESENT, ACT

HAVING SAID 
THAT FOR AZURE 

KUSTO VERY 
GOOD

ALL THE ADVANCED QUERY LANGUAGES TO LEARN AND MASTER(?)



▸ Shocked to see our development environment on my phone! 

▸ A) SysOps had always set up a firewall 

▸ B) I could fix it in minutes myself without any drama - no 
escalations, incidents, email judo, finger pointing or firings 

▸ I could take responsibility for security from early in development 
rather than an afterthought. 

▸ I could happily do Dev, Sec and Ops hence DevSecOps. 

MY BANKING 
BACKGROUND

DETECT

RESPOND

PROTECT

IN DEV - 
PROTECT, 

DETECT, RESPOND 
JUST PART OF 

LIFECYCLE

TLP:GREEN

A FIRST EXPERIENCE OF DETECT AND RESPOND AND DEVSECOPS



▸ ChatGPT created a script to create a VM without a unique 
admin password.

▸ Defender automatically detected a brute force attack. 

▸ Automatic response would isolate machine- keep forensics. 

▸ Guardrails could prevent this going forward.

TLP:GREEN

BLAMELESS 
REVIEW 

VS 
BLAME CULTURE 

CAUGHT BUT WHY 
EVEN POSSIBLE?   

WHY SO MANUAL. IS 
IT REALLY MATURE?

DETECT

HUMAN/AI ERROR

RESPOND

PROTECT

AI MAGIC



TLP:GREEN

BE RUTHLESS
EASY TO DETECT

WE END UP 
MONITORING 

CLUTTER ▸ Software & resources hang around, cost & add to attack surface 

▸ POCs, tests, unused features, functionality migrated … 

▸ How to make sense of > 100 default workspace and other 
legacy cloud resources? 

▸ Easy to query Cloud Resources, get rid of any we don’t need, can 
mostly re-create on-demand - Infrastructure as Code (IaC). 

▸ Virtual machines need patched, upgraded, backed up, 
monitored – Managed Cloud services - App Services, Batch, … 

“Discard everything that does not spark joy?” – Marie Kondo’s Art of Tidying

SOMEONE HAS TO 
PAY THE 

TECHNICAL DEBT

CLUTTER AND CLOUD RESOURCES



CONCLUSION

https://en.wikipedia.org/wiki/Florence_Nightingale#/media/File:Derby_DRI_stained_glass_window_at_St_Peters_squared.JPG


TLP:GREEN

▸ I am sure many people in the hospital were probably very aware 
of the issue and the solution.  Florence Nightingale’s magic was 
to find a way to package and present to get action. 

▸ I am sure many people are very aware of what and how to detect 
and automatically respond.  I feel much work needs to done to 
package it all up seamlessly and efficiently. 

LOG, COUNT, 
PRESENT, ACT

SOME NEEDS A LOT OF CARE AND CONFIGURATION AND SOME IS MAGIC



THINK CONSTITUENT
CREATE VALUE

https://cert.europa.eu

secretariat@cert.europa.eu

@CERTEU


