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Which Ec3 capacities against cyberthreats :
JCAT/DSU/Law enforcement emergency resp

Which threats from our windows ?
IOCTA 2023 is coming !

Which activities? Which operations ?
Short examples of achievements : Hive, Power off, Raidforum...

Which new challenges and expectations in the way forward ?
Al, going dark, E-evidence, NIS2,...
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other tools and approaches...
Rethinking the kitchen !

J-CAT — EC3
International
. Ransomware
Response Model
(IRRM)

NEED HELP unlocking your digital life
without paying your attackers*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this
appens, you can't get to the data uniess you pay a ransom. However thisis ot quaranteed and you should never pay! Ransomware Case A

Ransomware Case B
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Which latest trends ??

Re-victimisation in

RansomV\{are malware attacks
as a service
Increasing demand for
criminal services,
Initial access brokers Data theft DDOS attacks
Social
engineering Abuses of
legitimated Increased maturity
services of cybercriminal
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GoldDust : an emblematic cooperation example

On 4 November 2021, Romanian authorities arrested two (
individuals suspected of cyber-attacks deploying the - -

Sodinokibi/REvil ransomware.

The suspects are allegedly responsible for 5.000 infections,
which in total pocketed half a million euros in ransom
payments.

Operation GoldDust involved 17 countries, Europol,
Eurojust and INTERPOL.

The arrests follow the joint international law enforcement efforts of identification, wiretapping and seizure
of some of the infrastructure used by Sodinokibi/REvil ransomware family, which is seen as the successor of
GandCrab.
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VPNLab.net — Disrupting criminal capacities !

Staatsanwaltschaft
"% Verden P LITIE

In 2022, law enforcement authorities took action against
the criminal misuse of VPN services as they targeted the THIS DOMAIN HAS BEEN SEIZED
users and infrastructure of VPNLab.net. ¥

The VPN provider’s service was being used in support of
serious criminal acts such as ransomware deployment and
other cybercrime activities.

Law enforcement authorities seized the 15 servers that

hosted VPNLab.net’s service, rendering it no longer

available. & Pouiciaa
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THIS DOIMMAIN HAS BEEN SEIZED
The domain for = EURPﬂpDL JOI:T CVBERCRﬁE

g o European Cybererime
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has been seized by the Federal Bureau of Investigation, the United States Secret Service, and the Department of Justice
in accordance with a seizure warrant issued pursuant to 18 U.S.C. §§ 981, 982, inter alia, by the United States District
Court for the Eastern District of Virginia as part of law enforcemient action taken'in parallel with Europol’s Joint
Cybercrime Action Task Force, the United Kingdom’s National Crime Agency, the Swedish Police Authority, the Romanian
National Police, the Internal Revenue Service Criminal Investigation and other international law enforcement partners.
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Shuting down an illegal marketplace and
= BNCA ] seizing its infrastructure

Coordinated by Europol to support independent
Forum’s administrator investigations of the United States, United
& 2 accomplices arrested Kingdom, Sweden, Portugal and Romania

RaidForums - operation Tourniquet




OPERATION POWER OFF — SEIZING CRIMINAL INFRA

= EURTPOL o CYBERKLBF
GLOBAL CRACKDOWN AGAINST DDoS SERVICES EC3

European Cybercrime
Centre ACTION TASKFORCE

International operation with 8 services I
from US, UK, Netherland , Germany, , THIS WEBSITE HAS BEEN SEIZED

P | d A - { The FBI has seized this website for operating as a DDoS-for-hire service. This
olan o B Vol - action has been taken in conjunction with Operation PowerOFF, a coordinated
‘ \ international law enforcement effort to dismantle criminal DDoS-for-hire

services worldwide. DDoS attacks are illegal.

Law enforcement agencies have seized databases and other information
relating to these services. Anyone operating or utilizing a DDoS service

is subject to investigation, prosecution, and other law enforcement
action.

For more information, please visit:

https://www.fbl.gov/contact-us/field-offices/anchorage/fbi-Hintensify-efforts-
to-combat-illegal-ddos-attacks
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HIVE Ransomware

International operation led by Germany,
Netherlands and U.S. involving authorities
from 13 countries

EC3’s support:
About EUR 120 million saved thanks to ® Information exchange
mitigation efforts
® 4 experts deployed on the
— b Decryption keys free of charge spot on the action day

THIS HIDDEN SITE HAS BEEN SEIZED
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@ Analytical support:
cryptocurrency, malware,
decryption and forensic
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Operation
Parker

Results:

.’p Raided house of a
*  German national

Electronic equipment

seized

% Ukrainian suspect
interrogated

J}:Cil 2 locations searched
in Ukraine

")

2 high-value ransomware targets hit

Operation led by Germany and Ukraine, with support
of Europol, Netherlands and U.S.

EC3’s support:
® Information exchange

© 3 experts deployed in
Germany on the action day
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EC3 | European Cybercrime
Centre ACTION TASKFORCE

®  Cryptocurrency, malware,
decryption and forensic
analysis




Current & next challenges for LEA

‘ /—g Anonymity of criminals

sy - ) i

Artificial intelligence

"% Tracing communication
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-~ Thank you

EC3Partners@europol.europa.eu
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