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Agenda:

A verdict of elD fraud case in the Supreme Court of Norway, 2020

*Apply face recognition based identity verification to prevent such fraud

*Apply Privacy-preserving authentication to improve user-experience

s*Demo if time allows
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« Averdict of elD fraud case in the Supreme Court of Norway, 2020;

Rl aniesamsesnam  Historisk BankiD-dom | Hoyesterett — full seier
¥t Koronaviruset @ Direktestudio [S] Artikler || Markedseffekt  [cd Naringsiivsefiekt G .
til offeret

En mann fra Serlandet som ble et offer for BankID-svindel, og som deretter tapte i bade
tingretten og lagmannsretten, ble nylig frifunnet av en enstemmig Hayesterett. Hayesterelt
rmener banken burde gjort mer for a forsikre seqg om at lantaker virkelig var den han utga seq
for a veere. Banken bygget utelukkende pa at lantakers BanklID var benyttet, uten a foreta

ytterligere kontroll av om avtalen faktisk ble inngatt av ham.

https://eurojurishaugesund.no/historisk-bankid-dom-i-hoyesterett-full-seier-til-offeret/

%

Fu“ seier til Bank'D. * The Supreme Court believes that the bank should have done more to
- ensure that the borrower was really who he claimed to be.
offer i Hoyesterett
= bllr kVItt mllllongjeld » The Supreme Court states that the burden of proof will be on the party

making the compensation claim. According to this, it is the bank that must

https://www.dn.nofjus/hoyesterett/bankid-svindel/marte-eidsand- provide evidence that there are circumstances that lead to liability in this

kjorven/full-seier-til-bankid-offer-i-hoyesterett-blir-kvitt-milliongjeld/2-1-
535506 type of case.

e source: https://eurojurishaugesund.no/historisk-bankid-dom-i-hoyesterett-full-seier-til-offeret/



https://www.dn.no/jus/hoyesterett/bankid-svindel/marte-eidsand-kjorven/full-seier-til-bankid-offer-i-hoyesterett-blir-kvitt-milliongjeld/2-1-889906
https://eurojurishaugesund.no/historisk-bankid-dom-i-hoyesterett-full-seier-til-offeret/
https://eurojurishaugesund.no/historisk-bankid-dom-i-hoyesterett-full-seier-til-offeret/

s Apply face recognition based Identity Verification to prevent such fraud @ mObBI

Authentication service




Remote Identity Verification based on face

recognition

At home e

< p Verify your identity

You are here to verify
your identity.

1t will only take a minute!

Scan MRZ
code

Scan NFC chip !

Take a selfie
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Photo credit: httns://www.amazon.de/Nautica-CH200-SchnellladeaerC3%A4t-Kombpatibel-Navv/dno/BO9PVN77Z1
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Mobali services

Mobai Face Verification
db Docker Container

= Certified by NIIST it e

Fraud detection modules

<1 Mobai Face Liveness detection

&‘g.c‘/

Lﬂg* Docker Container
Certified by Biormetrics

Swiss Center for Biometrics

&]> Mobai Deepfake detection
B8 Docker Container

&]> Mobai Morphing detection
t@=1] Docker Container



https://www.amazon.de/Nautica-CH200-Schnellladeger%C3%A4t-Kompatibel-Navy/dp/B09PVN77Z1
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European Standard to support eIDAS regulation

* e|DAS *

TECHNICAL Sl‘ECIFILI’\IIONA

*x *x

ETS' TS 119 461 V1.1.1 (2021-07)

Policy and security requirements for trust service components

photo credit:
* * * https://www.identt.com/eidas- Electronic Signatures and Infrastructures (ESI);

Shall Have: Face verification 1:1 algorithm Face Presentation Attack Detection (PAD).
Should Have: Image manipulation detection (e.g, deep fake attack).

May Have: Face morphing attack detection.

BITS requirement for face verification algorithm in Norway:

Recommended to be evaluated by NIST Face recognition vendor test (FRVT) with the following requirements:
12.1.2:

» FNMR rate of less than 0,02 for FMR at 1e-05 according to the NIST Face Recognition Vendor Test (FRVT) for Visa
photographs.

» FNMR rate of less than 0,02 for FMR at 1e-05 according to the NIST Face Recognition Vendor Test (FRVT) for
Mugshot photographs.

Mobai PAD solution has been tested by Swiss Center for Biometrics Research and Testing

which is a FIDO Accredited Biometric Laboratory, result: BPCER=0%@APCERT0%

regulation-trust-services/ providing identity proofing of trust service subjects

Mobai face verificaiton
algorithm meets these
requirements with much better
results,


https://pages.nist.gov/frvt/reportcards/11/mobai_001.html
https://www.identt.com/eidas-regulation-trust-services/

Remote Identity Verification based on face

recognition

At home
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< L/,\ Verify your identity

You are here to verify
your identity.
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Mobai services

Mobai Face Verification
db Docker Container
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" Certified by NIST S

Fraud detection modules

i’;___b Mobai Face Liveness detection

tf=11 Docker Container
Certified by Biormekrics

Swiss Center for Biometrics

@ Mobai Deepfake detection
6817 Docker Container

&I Mobai Morphing detection
6517 Docker Container
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https://www.amazon.de/Nautica-CH200-Schnellladeger%C3%A4t-Kompatibel-Navy/dp/B09PVN77Z1

Remote Identity Verification based on face

After storing the reference, time for ID verification can be

reduced from more than 30 seconds to less than 3 seconds.

At home
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Mobai services

Mobai Face Verification
c.‘b Docker Container
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Fraud detection modules

Mobai Face Liveness detection
Docker Container

Certified by Biomekrics

Swiss Center for Biometrics

Mobai Deepfake detection
Docker Container

Mobai Morphing detection
Docker Container

Photo credit: httos://www.amazon.de/Nautica-CH200-SchnellladeaerC3% Adt-Kombpatibel-Navv/dn/BO9PVN777Z1
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https://www.amazon.de/Nautica-CH200-Schnellladeger%C3%A4t-Kompatibel-Navy/dp/B09PVN77Z1

Remote Identity Verification based on face

recognition

At home
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Mobai services

Mobai Face Verification
c.ﬁ.’ Docker Container
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Mobai Face Liveness detection
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Mobai Deepfake detection
Docker Container

Mobai Morphing detection
Docker Container

Photo credit: httos://www.amazon.de/Nautica-CH200-SchnellladeaerC3% Adt-Kombpatibel-Navv/dn/BO9PVN777Z1
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GDPR


https://www.amazon.de/Nautica-CH200-Schnellladeger%C3%A4t-Kompatibel-Navy/dp/B09PVN77Z1

Security and privacy threats @ mobai

security, cybersecurity and privacy protection

Threats Countermeasures

Storage Database compromise —| Revocable and renewable biometric
references

— Unauthorized disclosure of BR/IR :
— Data separation

— Unauthorized replacement of Datab l
BR/IR — Database access contro

— Unauthorized modification of — Sign BR/RBR/IR

BR/IR — Encrypt BR/RBR/IR

— Unauthorized deletion of BR/IR — Appropriate contingency planning and

— Distributed denial of service recovery procedures

attack
7.1 Biometric information privacy threats

Since biometric data are PII, ISO/IEC 29100, which is a general privacy framework addressing system
specific issues at a high level, should be applied. It is a general framework that addresses organizational,
technical, procedural and regulatory aspects of privacy for IT systems which process and store personal
identifiable information. The use of biometric data involves several threats to privacy which shall be
addressed:

— |Biometric references can be used to link subjects across different applications in the same database
or across different databases. Privacy is related to the unlinkability of the stored BR.




< Privacy-preserving authentication to improve user-experience 9 mMobai

® mmsmmm) Fully Homomorphic Encryption == Oyantum Safe Encryption

Face plaintext template

.Ba18623
. 8453585
. 8488928
8293049
8181678
. 8498918
. 8613535
8145812
.B483528
.BB66728
8813253
8628718
B722983
.B298625
. 8068428
8312342
8789862
Passbide L0691207
.B877931
. 8849241
8263599
8213098
. 86990863
8258148

8617827
. 8447385
8424819
. 8468289
8214758

Store the protected templates

Protected template for providing authentication
service.

Secured by
Fully Homomorphic
Encryption
5e63871acdf4441e5552¢d9b32ac679e601662a6
N ractabadzotresbo1031 csccoraebs1 197

3f0822732bde252508529b3975f73493857l!b551

Encrypted with a key

2
o—— W,
s O— -0
o— B = °



¢ Privacy-preserving authentication to improve user-experience

Passbide

Face plaintext template

-8.08018623
-8.8453585
8.08408920
-8.8293049
9.8181678
8.8490918
-8.8613535
-8.8145812
8.08483920

9.08066728
-8.8813253
8.8628710

-8.8722983
-8.8298625
-0.8068428
-8.08312342
-8.8789662
-8.8145064
-8.8691287

8.8077931
-8.08849241
-8.8263599
-8.8213098

8.8699063
-8.8250148

8.8617027
-8.8447385
-8.8424819

9.8468289

8.8214750

-8.08018623
-8.8453585
8.08408920
-8.8293049
9.8181678
8.8490918
-8.8613535
-8.8145812
8.08483920
9.8066728
-8.8813253
8.8628710
-8.8722983
-8.8298625
-0.8068428
-8.08312342
-8.8789662
-8.8145064
-8.8691287
8.8077931
-8.08849241
-8.8263599
-8.8213098
8.8699063
-8.8250148
8.8617027
-8.8447385
-8.8424819
9.8468289
8.8214750

Secured by Fully
Homomorphic Encryption

s

Encrypted with a key

Secured by Fully Homomorphi
Encryption

s

Encrypted with a key

This part can be deployed in a cloud environment

Vs

)

Protected template

5¢6387 1acdfid4441e5552c¢d9b32ac679e601662a6
9528¢7ac13abad23145b01031e6cd07deb91197

3Me822732bde252508529h397517349a857 ll'bSﬂ

Compare under
encrypted domain

7c332162fd6ecdlc8b2da78ddS5e67 11cS4e81a77

2baleSc2boe24e84c420ad031947ddc11329¢2¢

\

Encrypted Score

3640100d8e718/00420a235afc033 14476526193
b262911133d0875932a5156d1bded06b46ab66

Similarity Score

— > 96.8%

Decrypt with a
private key



« Recognition Accuracy evaluation @ mObai

Selfie alike images Low quality/partial face images

Mated comparison Non-mated comparison Mated comparison Non-mated comparison

Threshold is
decided when
FMR=0.000001

Conclusion: no performance Conclusion: the performance deterioration is
deterioration negligible.

Image source: NIST Color FERET dataset‘
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Efficiency Evaluation

Generate Compare two
templates from templates
two images

Conclusion: the computation load is NOT an issue after applying homomorphic encryption.



Thank you!
Any question?

Erik Guogiang Li

Director of R&D, Mobai AS, Norway
Email: erik@mobai.bio

Phone: +47 979 27 047




